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HOW TO USE THIS PLAYBOOK

This playbook provides step-by-step remediation guidance for the 30 most common findings from internal penetration
tests. It is designed for IT administrators, system engineers, and security teams responsible for implementing fixes.

EACH FINDING INCLUDES

RISK RATING
Critical, High, Medium, or Low -- indicates the severity if left unaddressed. Start with Critical and High items.

IMPLEMENTATION EFFORT
Low, Medium, or High -- estimates the time and complexity to remediate. Low-effort, high-risk items give you the most impact for
the least work.

WHO NEEDS TO ACT
Each finding specifies the role or access level required (e.g., Domain Admin, GPO Admin, Network Admin).

REMEDIATION STEPS
Exact commands, GPO paths, registry keys, and configurations. Copy-paste ready for PowerShell, Group Policy, and network
devices.

GOTCHAS
Real-world warnings about what may break when you implement the fix. Always test in a pilot environment first.

VERIFICATION
Commands to confirm the remediation was applied successfully. Run these after every change.

RECOMMENDED APPROACH

1. Start with the Quick Reference table to prioritize by risk and effort
2. Address Critical and High risk findings with Low effort first

3. Schedule Medium and High effort items during change windows
4. Verify each fix using the provided verification commands

5. Re-test or request a validation scan to confirm remediation
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Start with Low-effort, High/Critical-risk findings for maximum impact. The table below is sorted by risk (descending) then effort

(ascending) to help you prioritize your remediation schedule.

# 1D Finding

1 AD-005 Print Spooler on Domain Controllers

2 AD-011 DCSync-Capable Non-Admin Accounts

3 AD-003 Unconstrained Delegation

4 HOST-005 Outdated or End-of-Life Operating Systems

5 NET-001 LLMNR/NBT-NS Poisoning

6 NET-002 SMB Signing Not Required

7 AD-002 AS-REP Roastable Accounts

8 AD-007 Weak Domain Password Policy

9 AD-008 GPP Passwords (MS14-025)

10 AD-009 LDAP Signing Not Required

11 CRED-001 Default or Weak Credentials

12 CRED-003 WDigest Authentication Enabled

13 NET-003 IPv6 DNS Takeover

14 AD-001 Kerberoastable Service Accounts

15 AD-004 NTLM Relay Attack Paths

16 AD-006 LAPS Not Deployed

17 CRED-002 Cleartext Passwords in Network Shares and Scripts
18 CRED-004 LSASS Not Protected (Credential Guard / RunAsPPL)
19 HOST-001 Local Admin Password Reuse

20 NET-004 WPAD Abuse

21 NET-005 SNMP Default Community Strings

22 AD-010 Excessive Machine Account Quota

23 AD-012 Null Session Enumeration

24 HOST-002 RDP Without Network Level Authentication (NLA)
25 HOST-003 PowerShell v2 Enabled

26 HOST-004 Windows Firewall Disabled

27 NET-006 Unencrypted Protocol Usage (FTP, Telnet, HTTP)
28 WEB-001  SSL/TLS Weak Configurations

29 HOST-006 Unrestricted Outbound Internet Access

30 WEB-002 Default Web Application Pages and Headers

VOKE CYBER | CONFIDENTIAL
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Critical
Critical
Critical
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Medium
Medium
Medium
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Medium
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Medium
Low
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Requires

Domain Admin

Domain Admin

Domain Admin

IT Management, System Admin
Domain Admin or GPO Admin
Domain Admin or GPO Admin
Domain Admin

Domain Admin

Domain Admin

Domain Admin

System Admin, Application Owner
Domain Admin, GPO Admin
Network Admin, Domain Admin

Domain Admin, Service Account Owner

Domain Admin, GPO Admin

Domain Admin, Schema Admin (for LAPS ins..

System Admin, Application Owner
Domain Admin, GPO Admin
Domain Admin, GPO Admin

DNS Admin, GPO Admin

Network Admin

Domain Admin

Domain Admin, GPO Admin
System Admin, GPO Admin
System Admin, GPO Admin

GPO Admin

System Admin, Application Owner
System Admin, Application Owner
Network Admin, Firewall Admin

System Admin, Application Owner
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NETWORK PROTOCOLS

NET-001 LLMNR/NBT-NS Poisoning

HIGH Effort: Low Requires: Domain Admin or GPO Admin

DESCRIPTION

Link-Local Multicast Name Resolution (LLMNR) and NetBIOS Name Service (NBT-NS) are fallback name resolution protocols
used when DNS fails. Attackers on the same network segment can respond to these broadcast/multicast queries, redirecting

authentication attempts to capture NTLMv2 password hashes or relay credentials to other services.

IMPACT

An attacker on the internal network can intercept authentication attempts to capture NTLMv2 hashes for offline password
cracking or relay credentials to gain unauthorized access to file shares, email, databases, and other services. This is one of the

most commonly exploited findings in internal penetration tests.
REMEDIATION STEPS

Step 1: Disable LLMNR via Group Policy
Create or edit a GPO linked to all workstation and server OUs

Conmput er Configuration > Adm nistrative Tenplates > Network > DNS Client > Turn off nulticast nam..

Note: This policy is available on Windows Server 2012 R2 and later ADMX templates

Step 2: Disable NBT-NS via PowerShell
Deploy as a GPO startup script or via SCCM/Intune

# Di sable NetBI CS over TCP/IP on all network adapters
$adapters = Cet-Wn Cbj ect W n32_Net wor kAdapt er Confi gurati on
$adapters | Wiere-Cbject {$_.|PEnabl ed} | ForEach-Object {

$_. Set Tcpi pNet bi 0os(2) # O=Default, 1=Enable, 2=Di sable
}

Alternative: Disable via DHCP vendor option (recommended for DHCP environments)

Note: Setting value 2 disables NetBIOS over TCP/IP

Step 3: Verify remediation
Confirm NBT-NS is disabled on a target host

nbtstat -n

Confirm LLMNR is disabled

Resol ve-DnsNane -LImrOnly testhost # Should fail with error
Network-level verification with Responder (from pentest box)

responder -1 ethO -A # Analyze nbde only -- should see no responses

Note: Run verification across multiple network segments

GOTCHAS
I Legacy printers and scanners may rely on NBT-NS for discovery -- inventory these devices before disabling

VOKE CYBER | CONFIDENTIAL
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I WPAD auto-configuration may break if clients relied on LLMNR to resolve 'wpad' -- create a DNS A record for wpad pointing to your
proxy

I Some VolP phones use NetBIOS -- test in a pilot OU before domain-wide rollout

I DHCP option 001 only applies to DHCP clients -- static IP hosts need the GPO startup script

VERIFICATION
Run Responder in analyze mode to confirm no hosts respond to poisoning attempts

responder -1 ethO -A
Audit via PowerShell across domain computers

Get - Wri Obj ect W n32_Net wor kAdapt er Confi gurati on - Conput er Nane $t ar get Host |
Wher e- Obj ect {$_. | PEnabl ed} |
Sel ect - Obj ect Description, Tcpi pNetbiosOptions

REFERENCES

https://www.blackhillsinfosec.com/how-to-disable-limnr-why-you-want-to/
https://attack.mitre.org/techniques/T1557/001/

NET-002 SMB Signing Not Required

HIGH Effort: Low Requires: Domain Admin or GPO Admin

DESCRIPTION

SMB (Server Message Block) signing ensures the integrity and authenticity of SMB communications. When SMB signing is not
required, an attacker can perform man-in-the-middle attacks to intercept and relay SMB authentication to other hosts,
effectively impersonating the victim to access network resources.

IMPACT

Attackers can relay captured NTLM authentication to unsigned SMB hosts to execute commands, access file shares, or move
laterally across the network. Combined with LLMNR/NBT-NS poisoning, this provides a reliable path to gaining initial foothold
and escalating privileges.

REMEDIATION STEPS

Step 1: Enable SMB Signing via Group Policy
For all domain members -- require signing

Conput er Configuration > Policies > Wndows Settings > Security Settings >
Local Policies > Security Options:
M crosoft network client: Digitally sign conmunications (always) -> Enabl ed
M crosoft network server: Digitally sign comunications (always) -> Enabl ed

Note: Apply to all workstation and server OUs. Domain Controllers already require signing by default.

Step 2: Verify via PowerShell
Check local SMB signing configuration

Get - SmbSer ver Confi guration | Sel ect-Object RequireSecuritySignature
Remote check with CrackMapExec (from pentest/audit box)

nxc snb 10.0.0.0/24 --gen-relay-list unsigned.txt

Note: The unsigned.txt file should be empty after remediation
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GOTCHAS
I SMB signing adds ~10-15% CPU overhead on file servers -- monitor performance after enabling
I Very old devices (Windows XP, legacy NAS) may not support SMB signing -- these must be upgraded or isolated
I Some Linux Samba configurations need explicit signing settings in smb.conf: 'server signing = mandatory'
I Third-party SMB implementations (printers, scanners, NAS) may lose connectivity -- test first

VERIFICATION
Scan the network and confirm no unsigned hosts remain

nxc snb 10.0.0.0/ 24 --gen-relay-1|ist shoul d-be-enpty.txt
Verify via registry

reg query HKLM System Current Control Set\ Servi ces\ LanmanSer ver\ Paraneters /v Requi reSecuritySignature
# Shoul d return Ox1

REFERENCES

https://attack.mitre.org/techniques/T1557/001/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signing

NET-003 [Pv6 DNS Takeover
Requires: Network Admin, Domain Admin

DESCRIPTION

Most Windows environments have IPv6 enabled by default but do not use it for DNS. An attacker can set up a rogue DHCPv6
server to assign themselves as the DNS server for IPv6, allowing them to intercept DNS queries and redirect authentication to
capture credentials via WPAD or other protocols.

IMPACT
An attacker can intercept and redirect all DNS queries from hosts that prefer IPv6, enabling credential theft, man-in-the-middle
attacks, and NTLM relay attacks. This bypasses many network security controls that only monitor IPv4.

REMEDIATION STEPS

Step 1: Option A: Disable IPv6 via GPO (if not in use)
Disable IPv6 on all interfaces via registry (GPO preference)

# GPO Registry Preference:

HKLM SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p6\ Par anet er s
Val ue: Di sabl edConponent s

Type: REG DWORD

Dat a: OxFF (Di sable all 1Pv6 conponents)

Note: Microsoft recommends 0x20 (prefer IPv4 over IPv6) rather than full disable. Use OxFF only if IPv6 is not needed.

Step 2: Option B: Configure legitimate DHCPv6 and IPv6 DNS (if IPv6 is in use)
Deploy DHCPV6 with guard policies on network switches

# Cisco | 0S exanple -- enable DHCPv6 guard
i pv6 dhcp guard policy DHCP_GUARD

devi ce-rol e server

trusted- port
interface G gabitEthernet0/1

i pv6 dhcp guard attach-policy DHCP_GUARD

Note: DHCPv6 guard blocks rogue DHCPV6 servers on untrusted ports
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Step 3: Enable RA Guard on switches
Block rogue Router Advertisements (Cisco 10S example)

i pv6 nd raguard policy RA GUARD
devi ce-rol e host

interface range G gabitEthernet0/1 - 48
i pv6 nd raguard attach-policy RA GUARD

GOTCHAS
I Fully disabling IPv6 can break Windows features -- DirectAccess, HomeGroup, and some clustering services require it
I Microsoft officially does not recommend disabling IPv6 entirely -- prefer setting the IPv4 preference flag (0x20)
I Network switch configuration varies by vendor -- consult your specific vendor documentation for RA Guard and DHCPv6 guard

VERIFICATION
Run mitm6 in analyze mode to test for IPv6 takeover susceptibility

mtme --ignore-nofqdn -d domain.local # From pentest/audit box

<

erify registry setting on endpoints

reg query HKLM SYSTEM Current Control Set\ Servi ces\ Tcpi p6\ Paraneters /v Di sabl edConponent s

REFERENCES
https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/
https://attack.mitre.org/techniques/T1557/003/

NET-004 WPAD Abuse

MEDIUM Requires: DNS Admin, GPO Admin

DESCRIPTION

Web Proxy Auto-Discovery (WPAD) allows clients to automatically find a proxy configuration file. If no DNS entry for 'wpad'
exists, clients fall back to LLMNR/NBT-NS to resolve it, enabling attackers to serve a malicious proxy configuration that
intercepts all HTTP traffic.

IMPACT
An attacker can intercept all HTTP traffic from affected clients, capturing credentials submitted to web applications, session
tokens, and sensitive data. When combined with LLMNR poisoning, this attack is highly reliable.

REMEDIATION STEPS

Step 1: Create a DNS entry for WPAD
Add a DNS A record that either points to a real proxy or a black hole

# Power Shell -- create a DNS A record pointing to a non-existent host
Add- DnsSer ver Resour ceRecor dA - Nane "wpad" -ZoneNanme "dommin. | ocal " -IPv4Address "127.0.0.1"

Note: If you use a proxy, point this to your real PAC file server. If not, point it to localhost.

Step 2: Disable WPAD auto-detection via GPO
Disable auto-detect proxy settings in Internet Explorer/Edge
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User Configuration > Preferences > Wndows Settings > Registry:

HKCW Sof t war e\ M cr osof t\ W ndows\ Current Ver si on\ I nternet Settings\Connections

# O via GPO

User Configuration > Admin Tenpl ates > W ndows Conponents >

I nternet Explorer > Disable changing Autonatic Configuration settings -> Enabl ed

PowerShell -- disable for current user

Set-|tenProperty -Path "HKCU: \ Sof t war e\ M cr osof t\ W ndows\ Current Versi on\ I nternet Settings" -Name ...

GOTCHAS
I Some organizations legitimately use WPAD for proxy configuration -- verify with the network team before disabling
I Chrome and Firefox have their own WPAD settings independent of IE/Edge GPO settings
I The WinHttpAutoProxySvc service must also be considered -- it runs independently of browser settings

VERIFICATION
Verify DNS resolution of wpad

nsl ookup wpad. donmi n. | ocal

<

erify auto-detect is disabled

Get- | tenProperty "HKCU: \ Sof t war e\ M cr osof t\ W ndows\ Current Versi on\ I nternet Settings" |
Sel ect - Obj ect Aut oDet ect

REFERENCES
https://attack.mitre.org/techniques/T1557/001/

NET-005 SNMP Default Community Strings

MEDIUM Effort: Low Requires: Network Admin

DESCRIPTION

Simple Network Management Protocol (SNMP) devices using default community strings (public/private) allow unauthorized
reading and potentially writing of device configuration data including network topology, ARP tables, routing information, and
device credentials.

IMPACT
Attackers can enumerate complete network topology, discover internal IP ranges and VLANS, extract device configurations
containing credentials, and in some cases reconfigure network devices to facilitate further attacks.

REMEDIATION STEPS

Step 1: Change community strings to complex values
Use long, random community strings -- treat them as passwords

# Cenerate a strong community string:
python3 -c "inport secrets; print(secrets.token_hex(16))"

Note: Never use 'public’, 'private’, or the organization name as community strings

Step 2: Migrate to SNMPv3 where possible
SNMPv3 supports authentication and encryption
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# Cisco | OS exanpl e

snnp-server group SECUREGRP v3 priv

snnp- server user SNVMPUSER SECUREGRP v3 auth sha Aut hP@s123 priv aes 128 Pri vP@s123
no snnp-server comunity public

no snnp-server conmunity private

Step 3: Restrict SNMP access with ACLs
Limit SNMP access to management stations only

# Cisco | CS exanpl e

access-list 99 permt 10.0.1.50 # NMVS server
access-list 99 deny any |og

snnp-server comunity <conpl ex-string> RO 99

GOTCHAS
I Changing community strings requires updating all NMS/monitoring tools (Nagios, PRTG, SolarWinds, etc.) simultaneously
I Some legacy devices only support SNMPv1/v2c -- these should be documented and have compensating controls
I SNMP community strings are sent in cleartext over the network -- even non-default strings can be sniffed without SNMPv3

VERIFICATION
Test that default community strings no longer work

snmpwal k -v2c -c public <target-ip> 2>&1 | head -5 # Should timeout or return error
Scan for remaining SNMP default strings

nmap -sU -p 161 --script snnp-brute --script-args snnp-brute. comunitiesdb=conmunity.txt 10.0.0.0/24

REFERENCES
https://attack.mitre.org/techniques/T1602/

NET-006 Unencrypted Protocol Usage (FTP, Telnet, HTTP)

MEDIUM Effort: Medium Requires: System Admin, Application Owner

DESCRIPTION

Cleartext protocols such as FTP (port 21), Telnet (port 23), and HTTP (port 80 for authenticated services) transmit credentials
and data without encryption, allowing any attacker on the network to intercept sensitive information via packet capture.

IMPACT
Credentials and sensitive data transmitted over cleartext protocols can be trivially captured by any attacker with network
access, using tools as simple as Wireshark or tcpdump. This provides easy credential harvesting for lateral movement.

REMEDIATION STEPS
Step 1: Replace FTP with SFTP or SCP

Install and configure OpenSSH Server (Windows)

Add- W ndowsCapabi lity -Online -Nane OpenSSH. Server ~~~~0.0.1.0
Start-Service sshd
Set-Service -Nane sshd -StartupType Autonatic

Disable FTP service
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St op- Servi ce - Nanme FTPSVC
Set - Service -Nane FTPSVC - StartupType Di sabl ed

Step 2: Replace Telnet with SSH
Disable Telnet Client feature

Di sabl e- W ndowsOpt i onal Feature -Online -FeatureNanme Tel netC i ent

For network devices, enable SSH and disable Telnet

# Cisco | OS exanple
line vty 0 15
transport input ssh
transport output ssh
no line vty 0 15 transport input telnet

Step 3: Enforce HTTPS for web applications
IIS -- require SSL

# Power Shell -- require SSL on IS site
Set - WebConfigurati onProperty -Filter "system webServer/security/access"
-Nane "sslFlags" -Value "Ssl" -PSPath "II1S:\Sites\Default Web Site"

Configure HTTP to HTTPS redirect

# 11S URL Rewite rule (web.config)
# O deploy an HSTS header via GPQO application config

GOTCHAS
I Automated scripts and scheduled tasks may use FTP -- audit scheduled tasks and scripts before disabling
I Legacy applications may require cleartext protocols -- document these as accepted risks with compensating controls
I Network devices may need firmware updates to support SSH -- plan maintenance windows

VERIFICATION
Scan for remaining cleartext services

nmap -sV -p 21, 23,80 --open 10.0.0.0/24 -0G cl eartext-services.txt

REFERENCES
https://attack.mitre.org/techniques/T1040/
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AD-001 Kerberoastable Service Accounts
Requires: Domain Admin, Service Account Owner

DESCRIPTION

Service accounts with Service Principal Names (SPNs) registered in Active Directory have a weakness in how Kerberos
authentication works: any domain user -- even a low-privilege one -- can request an encrypted copy of the service account's
password hash from the domain controller. This is a normal Kerberos operation and generates no security alerts. The attacker
then takes that encrypted data offline and uses password-cracking tools to recover the plaintext password. Because service
accounts often have elevated privileges and passwords that never change, this is one of the highest-value attacks in Active

Directory environments.

IMPACT

Attackers with any domain user account can extract service account password hashes without triggering alerts. If the service
account has elevated privileges (Domain Admin, database admin, etc.), this provides direct privilege escalation. No special

tools or admin access required -- only standard domain user credentials.
REMEDIATION STEPS

Step 1: Identify Kerberoastable accounts
PowerShell -- find all accounts with SPNs

Get - ADUser -Filter {ServicePrincipal Name -ne "$null"} -Properties ServicePrincipal Nane, Passwor dLa. . .

Sel ect - Obj ect SamAccount Nanme, Servi cePrinci pal Name, PasswordlLast Set, Enabl ed |

For mat - Tabl e - Aut 0Si ze

Note: Focus on accounts with passwords older than 1 year and accounts with admin group memberships

Step 2: Convert to Group Managed Service Accounts (gMSA)
Create KDS root key (one-time, domain-wide)

Add- KdsRoot Key - Ef fectivel nmedi ately

Create a gMSA

New- ADSer vi ceAccount - Nane "svc_sql prod" °
- DNSHost Nanme "svc_sql prod. domai n. | ocal " °
-Princi pal sAl | onedToRet ri eveManagedPassword " SQLServers$" °
- Ker ber osEncrypti onType AES256

Install the gMSA on the target server

I nstal | - ADSer vi ceAccount -ldentity "svc_sql prod"
Test - ADSer vi ceAccount -ldentity "svc_sql prod® # Should return True

Note: gMSAs automatically rotate 240-character random passwords every 30 days

Step 3: If gMSA is not possible: enforce strong passwords and AES encryption
Set a 30+ character password on the service account

$password = Convert To- SecureString (

-join ((48..122) | Get-Random -Count 32 | For Each-Object {[char]$_})
) -AsPl ai nText -Force
Set - ADAccount Password -ldentity "svc_sql" -NewPassword $password

VOKE CYBER | CONFIDENTIAL
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Enforce AES-only Kerberos encryption (blocks RC4 ticket requests)

Set - ADUser -ldentity "svc_sqgl" -KerberosEncrypti onType AES256
# Also set via AD Users & Conputers > Account tab >
# "This account supports Kerberos AES 256 bit encryption”

Note: AES tickets are significantly harder to crack than RC4 tickets

GOTCHAS
I Changing service account passwords requires updating the password on all services using that account
I gMSAs require Windows Server 2012+ domain functional level and a 2012+ DC
I Some applications (older SQL Server, IIS app pools) may not support gMSA -- check vendor documentation
I Disabling RC4 encryption may break older Kerberos clients -- test in a pilot group first

VERIFICATION
Re-run Kerberoast to confirm accounts are no longer vulnerable

# From audi t/ pentest perspective
Get User SPNs. py donai n. | ocal / audi t user: password -dc-ip 10.0.0.1 -request
# gMBA tickets will be uncrackable; AES-only tickets are extrenely difficult

REFERENCES

https://attack.mitre.org/techniques/T1558/003/
https://learn.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/group-managed-service-accounts-overview

AD-002 AS-REP Roastable Accounts

HIGH Effort: Low Requires: Domain Admin

DESCRIPTION
Active Directory accounts can have a setting called "Do not require Kerberos preauthentication" checked in their properties.
When this is enabled, anyone -- even without a valid domain account -- can request encrypted password data for that

account from the domain controller. The attacker can then crack this data offline to recover the password. This setting is rarely
needed and is usually left on by mistake during account creation or migration.

IMPACT
An attacker can obtain crackable password hashes for these accounts without any authentication. If the account has privileged
group memberships or access to sensitive resources, this provides easy initial access or privilege escalation.

REMEDIATION STEPS

Step 1: Identify accounts with pre-auth disabled
PowerShell -- find AS-REP roastable accounts

Get - ADUser -Filter {DoesNotRequirePreAuth -eq $true} -Properties DoesNot RequirePreAuth, Menber O |
Sel ect - Obj ect SamAccount Nane, DoesNot Requi rePreAuth, @N=" G oups'; E={($_. Menber & | For Each-bj . ..
For mat - Tabl e - Aut 0Si ze

Step 2: Enable pre-authentication
Enable Kerberos pre-authentication for identified accounts

Set - ADAccount Control -ldentity "usernanme" -DoesNotRequirePreAuth $fal se

Bulk fix -- enable pre-auth on all affected accounts
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Get - ADUser -Filter {DoesNotRequirePreAuth -eq $true} |
Set - ADAccount Cont rol - DoesNot Requi r ePreAut h $f al se

Note: There are very few legitimate reasons to disable pre-auth -- usually only for legacy Unix Kerberos clients

Step 3: Force password reset on affected accounts
These passwords may already be compromised -- force rotation

Set - ADUser -ldentity "usernane" -ChangePasswor dAtLogon $true

GOTCHAS
I Some legacy applications (old Linux/Unix Kerberos implementations) may genuinely require pre-auth disabled
I Check if any automation sets this flag -- it may get re-enabled by scripts or provisioning tools
I The account password should be changed after enabling pre-auth, as the hash may already have been captured

VERIFICATION
Confirm no accounts remain with pre-auth disabled

Get - ADUser -Filter {DoesNotRequirePreAuth -eq $true} |
Measur e- Obj ect | Sel ect-Object Count # Should be O

REFERENCES
https://attack.mitre.org/techniques/T1558/004/

AD-003 Unconstrained Delegation

DESCRIPTION

Servers configured with unconstrained delegation can impersonate any user that authenticates to them. When a user connects
to a service on an unconstrained delegation host, their full TGT is sent and cached on that server. An attacker who
compromises such a host can extract these TGTs and use them to impersonate any user -- including Domain Admins.

IMPACT

Compromising a single unconstrained delegation host can lead to full domain compromise. The attacker can coerce
authentication from the Domain Controller itself (via Print Spooler or other methods) and use the captured TGT to perform a
DCSync attack, extracting all domain password hashes.

REMEDIATION STEPS

Step 1: Identify unconstrained delegation hosts
PowerShell -- find all unconstrained delegation computers (excluding DCs)

Get - ADConput er -Filter {TrustedForDel egation -eq $true} -Properties TrustedForDel egation, DNSHostN. . .
Wher e- Obj ect {$_. Di stingui shedNanme -notlike "*Domain Controllers*"} |
Sel ect - Obj ect Nanme, DNSHost Nanme, Trust edFor Del egati on

Step 2: Migrate to constrained or resource-based constrained delegation
Remove unconstrained delegation

Set - ADConput er -ldentity "SERVERO1" - TrustedForDel egati on $fal se

Configure constrained delegation instead (if delegation is needed)
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Set - ADConputer -ldentity "SERVERO1" -Add @
' msDS- Al | owedToDel egat eTo' = @
' MSSQLSvc/ sql server. domai n. | ocal : 1433",
' HTTP/ webapp. donai n. | ocal '
)
}

# Al so enable "Use any authentication protocol" (protocol transition) if needed:
Set - ADAccount Control -ldentity "SERVERO1$" -TrustedToAut hForDel egation $true

Note: Constrained delegation limits which services the server can impersonate users to

Step 3: Alternative: Use Resource-Based Constrained Delegation (RBCD)
RBCD is configured on the target, not the source -- easier to manage

Set - ADConputer -ldentity "SQ.SERVER' -Principal sAl | onedToDel egat eToAccount (
Cet - ADConput er " WEBSERVER'

)

GOTCHAS
I Domain Controllers always have unconstrained delegation -- this cannot be changed and is by design
I Removing unconstrained delegation may break applications that rely on double-hop authentication (e.g., IS to SQL)
I Test delegation changes in a staging environment -- broken delegation causes authentication failures
I Document each delegation relationship: source host, target service, business justification

VERIFICATION
Confirm no non-DC computers have unconstrained delegation

Get - ADConput er -Filter {TrustedForDel egation -eq $true} -Properties TrustedForDel egation |
Wher e- Obj ect {$_. Di stingui shedNane -notlike "*Domain Controllers*"} |
Measur e- Obj ect | Sel ect-Object Count # Should be O

REFERENCES

https://attack.mitre.org/techniques/T1558/
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1

AD-004 NTLM Relay Attack Paths
Requires: Domain Admin, GPO Admin

DESCRIPTION
When a user authenticates to a service using NTLM (the older Windows authentication protocol), an attacker positioned on the
network can intercept that authentication attempt and forward ("relay") it to a different service. The target service believes the
attacker is the legitimate user and grants access -- all without the attacker knowing the user's password. This is possible
when SMB signing is disabled, LDAP signing/channel binding is not enforced, or other services accept relayed NTLM
authentication.

IMPACT
Attackers can relay captured credentials to create new domain accounts via LDAP, modify ACLs to grant themselves elevated
privileges, access file shares, or execute commands on remote systems -- all without knowing the victim's password.

REMEDIATION STEPS

Step 1: Enforce SMB signing (see NET-002)
Require SMB signing on all domain members
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# GPO Conputer Configuration > Wndows Settings > Security Settings > Local Policies > Security ...
# Mcrosoft network client: Digitally sign communications (always) -> Enabl ed
# Mcrosoft network server: Digitally sign comunications (always) -> Enabl ed

Step 2: Enforce LDAP signing
Require LDAP signing on Domain Controllers

# GPO linked to Donmain Controllers QU
Conmput er Configuration > Policies > Wndows Settings > Security Settings >
Local Policies > Security Options:

Donmi n controller: LDAP server signing requirenents -> Require signing

Require LDAP signing on clients

# GPO |linked to all OUs:
Comput er Configuration > Policies > Wndows Settings > Security Settings >
Local Policies > Security Options:

Net work security: LDAP client signing requirenents -> Require signing

Step 3: Enable LDAP channel binding
Set channel binding on Domain Controllers

# Registry (deploy via GPO):
reg add "HKLM System Current Control Set\ Servi ces\ NTDS\ Par anet ers" /v LdapEnforceChannel Bi nding /t
# 0 = Never, 1 = Wien supported, 2 = Al ways

Note: Setting 2 (Always) may break older clients -- test with setting 1 first

Step 4: Enable Extended Protection for Authentication (EPA) on web services
IIS -- enable EPA

# 11S Manager > Site > Authentication > Wndows Authentication > Advanced Settings

# Extended Protection: Required

# O via Power Shel | :

Set - WebConfi gurati onProperty -Filter "system webServer/security/authenticati on/w ndowsAut henticat. ..
-Nane "extendedProtection.tokenChecking" -Value "Require" -PSPath "I1S:\Sites\Default Wb Site"

GOTCHAS
I LDAP channel binding level 2 (Always) may break legacy LDAP clients -- monitor event IDs 3039 and 3040 on DCs
I Before enforcing LDAP signing, audit current unsigned LDAP connections: Event ID 2889 on DCs
I Some Linux LDAP clients may need configuration changes to support LDAP signing
I EPA on IIS may break older browsers or non-domain-joined clients

VERIFICATION
Check LDAP signing events on DCs (unsigned bind attempts)

CGet-WnEvent -FilterHashtable @ LogName='Directory Service'; 1d=2889} -MaxEvents 10 |
For mat - Tabl e Ti neCreat ed, Message - Wap

Test NTLM relay with ntimrelayx (from audit box)

ntlnrelayx.py -t |dap://DC01 -snb2support # Should fail if properly configured

REFERENCES
https://attack.mitre.org/techniques/T1557/001/
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/domain-controller-ldap-server-signing-requirements

AD-005 Print Spooler on Domain Controllers

DESCRIPTION

The Print Spooler service running on Domain Controllers enables the PrinterBug/SpoolSample attack, where an attacker can
coerce the DC to authenticate to an attacker-controlled host. Combined with unconstrained delegation or NTLM relay, this
leads to full domain compromise.

IMPACT

An attacker can force a Domain Controller to authenticate to a host they control, capturing the DC machine account's TGT or
relaying its NTLM authentication. This enables DCSync attacks and complete domain compromise. PrintNightmare
(CVE-2021-34527) also requires the Print Spooler service.

REMEDIATION STEPS
Step 1: Disable Print Spooler on all Domain Controllers

PowerShell -- stop and disable the service

# Run on each DC, or deploy via GPO
St op- Servi ce - Nane Spool er -Force
Set - Servi ce -Nane Spooler -StartupType Di sabl ed

GPO -- disable the service across all DCs

# GPO | inked to Domain Controllers OU:
Conmput er Configuration > Policies > Wndows Settings > Security Settings >
System Services > Print Spooler -> Startup Mbde: Disabled

Step 2: Disable on any server that does not need printing
Audit and disable on non-print servers

# Find servers with Spool er running:
Get - ADConputer -Filter {OperatingSystem-like "*Server*"} |
For Each- Obj ect {
$svc = Get-Service -Name Spool er -ConputerNane $_. Nane -ErrorAction SilentlyContinue
if ($svc.Status -eq 'Running') {
[ PSCust onbj ect ] @ Server =$_. Nanme; Status=$svc. Status; StartType=$svc. Start Type}

}
} | Fornat-Tabl e

GOTCHAS
I Do NOT disable Print Spooler on print servers -- only on DCs and non-print servers
I Some GPO features (deploying printers via GPO) may require the Spooler service -- test first
I If Point and Print is needed, restrict it via GPO: 'Point and Print Restrictions' -> Enabled with specific print servers

VERIFICATION
Confirm Spooler is disabled on all DCs

Get - ADDomai nControl ler -Filter * | ForEach- Object {
$svc = Get-Service -Nanme Spool er -ConputerNane $_. Host Name -ErrorAction SilentlyContinue
[ PSCust onhj ect ] @ DC=$_. Host Narme; Spool er St at us=$svc. Status; Start Type=$svc. Start Type}

} | Fornat-Table
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REFERENCES

https://attack.mitre.org/techniques/T1547/012/
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34527

AD-006 LAPS Not Deployed
Requires: Domain Admin, Schema Admin (for LAPS installation)

DESCRIPTION

Without Local Administrator Password Solution (LAPS), local administrator passwords are either identical across all
workstations (set during imaging) or managed manually. This means compromising one local admin password grants access to
every machine with the same password.

IMPACT

A single compromised workstation reveals the local admin password, which works on every other workstation in the
environment. This enables rapid lateral movement across the entire domain without needing domain credentials.

REMEDIATION STEPS

Step 1: Install Windows LAPS (built into Windows 10 21H2+ / Server 2019+)
Update AD schema for Windows LAPS

Updat e- LapsADSchema

Set permissions for computer objects to write their password

Set - LapsADConput er Sel f Perm ssion -ldentity "OUWrkstations, DC=domei n, DC=I ocal "
Configure read permissions for IT admins

Set - LapsADReadPasswor dPerm ssion -ldentity "OUWrkstations, DC=domai n, DC=l ocal "
- Al | onedPrinci pal s "domai n\ Deskt opAdni ns"

Step 2: Configure LAPS via Group Policy
GPO settings for Windows LAPS

Comput er Configuration > Policies > Adm nistrative Tenpl ates >
System > LAPS:
Configure password backup directory -> Enabled -> Active Directory
Password Settings -> Enabl ed
Conpl exity: Large letters + small letters + nunbers + specials
Lengt h: 20
Age (days): 30

Step 3: Legacy LAPS (for older OS versions)
Download and install Microsoft LAPS from Microsoft

# Install the LAPS nenagenent tools on a nanagenent server:

msi exec /i LAPS. x64. msi ADDLOCAL=ALL / qui et

# Extend AD schenm:

| npor t - Modul e AdnPwd. PS

Updat e- AdnPwdADSchema

# Set perm ssions:

Set - AdnPwdConput er Sel f Permi ssion -OrgUnit " OU=Wr kst ati ons, DC=domai n, DC=| ocal "
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GOTCHAS
I Windows LAPS and Legacy LAPS can coexist but should not manage the same machine
I LAPS passwords are stored in AD -- ensure only authorized groups can read them (check with Get-LapsADPassword)
I SCCM/Intune task sequences that use the local admin need updating to fetch the LAPS password
I Document the LAPS admin password retrieval process for helpdesk and IT support

VERIFICATION
Verify LAPS is managing passwords on target OUs

Cet - LapsADPassword -ldentity "WORKSTATI ONO1" - AsPI ai nText
# Should return a unique, conplex password and expiration date

Find computers without LAPS passwords

Get - ADConputer -Filter * -SearchBase "OU=Wr kst ati ons, DC=domai n, DC=l ocal " - Properties ns-Ms-AdnP. ..
Wher e- Qbj ect {!$_."' ns- Mcs- AdmPwd' } |
Sel ect - Obj ect Nane

REFERENCES
https://learn.microsoft.com/en-us/windows-server/identity/laps/laps-overview
https://attack.mitre.org/techniques/T1078/003/

AD-007 Weak Domain Password Policy

DESCRIPTION

A weak domain password policy (short minimum length, no complexity, long max age or no expiry) makes password-based
attacks significantly easier. Attackers can crack captured hashes faster and password spraying attacks are more likely to
succeed.

IMPACT
Weak passwords are crackable within minutes to hours using modern GPU hardware. Combined with Kerberoasting, AS-REP
Roasting, or NTLM hash capture, weak password policies dramatically reduce the effort required to compromise accounts.

REMEDIATION STEPS

Step 1: Audit current password policy
View the current domain password policy

Get - ADDef aul t Domai nPasswor dPol i cy | Format - Li st
Check for Fine-Grained Password Policies

Get - ADFi neGr ai nedPasswordPolicy -Filter * | Format-Tabl e Name, M nPasswor dLengt h, Precedence

Step 2: Implement a strong password policy
Set domain password policy via GPO (Default Domain Policy)
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Conmput er Configuration > Policies > Wndows Settings > Security Settings >
Account Policies > Password Policy:
M ni num password | ength: 14 characters (C'S Benchmark reconmendati on)
Password nust neet conplexity requirenents: Enabled
M ni num password age: 1 day
Maxi mum password age: 365 days (N ST suggests no expiry with nonitoring)
Enf orce password history: 24 passwords
Account Policies > Account Lockout Policy:
Account | ockout threshold: 10 invalid attenpts
Account | ockout duration: 30 ninutes
Reset account |ockout counter after: 30 minutes

Step 3: Implement Fine-Grained Password Policy for privileged accounts
Create a stricter policy for admins

New ADFi neGr ai nedPasswor dPol i cy - Name " Admi n- St rongPasswor d"
- Precedence 10 °
-M nPasswor dLength 20 °
- Conpl exi t yEnabl ed $true °
- MaxPasswor dAge "90. 00: 00: 00"
- Lockout Threshold 5 °
- Lockout Duration "00: 30: 00"
- Lockout Gbser vat i onW ndow " 00: 30: 00"
Add- ADFi neGr ai nedPasswor dPol i cySubj ect -ldentity "Adm n-StrongPassword"
- Subj ects "Domai n Admi ns", "Enterprise Adm ns","Schema Adm ns"

Step 4: Consider deploying a banned password list
Azure AD Password Protection (hybrid) blocks common passwords

# Install Azure AD Password Protection Proxy and DC Agent
# Downl oad from M crosoft Downl oad Center
# Requires Azure AD Premium Pl or P2 |license

Note: This blocks passwords like 'Summer2024!', 'Company123!', 'Passwordl' that meet complexity but are easily guessed

GOTCHAS
I' Changing password policy does NOT force existing passwords to change -- users keep old passwords until they expire
I Password complexity alone is insufficient -- 'Summer2024!" meets complexity but is trivially guessed
I Very strict lockout policies (3 attempts) can cause denial of service -- 10 attempts is a good balance
I NIST 800-63B recommends against forced periodic password changes when proper monitoring is in place

VERIFICATION
Verify the policy is applied

Get - ADDef aul t Donai nPasswor dPol i cy

—

est password strength with internal audit (requires DA)

# Use DSInternals to audit password quality
Get - ADRepl Account -All -Server DCO1 |
Test - Passwor dQual i ty -WakPasswor dsFil e rockyou-topl000. t xt

REFERENCES

https://pages.nist.gov/800-63-4/sp800-63b.html
https://attack.mitre.org/techniques/T1110/
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AD-008 GPP Passwords (MS14-025)

HIGH Effort: Low Requires: Domain Admin

DESCRIPTION

Group Policy Preferences (GPP) allowed administrators to set local administrator passwords, map drives with credentials, and
configure scheduled tasks with embedded passwords. These passwords are stored in SYSVOL in AES-256 encrypted XML
files, but Microsoft published the decryption key in MSDN documentation, making them trivially recoverable by any domain

user.

IMPACT

Any authenticated domain user can read SYSVOL and decrypt GPP passwords, potentially gaining local admin or service
account credentials. Despite MS14-025 being patched in 2014, many environments still have legacy GPP files containing

passwords.
REMEDIATION STEPS

Step 1: Find and remove GPP files with embedded passwords
Search SYSVOL for GPP XML files containing cpassword

Select-String -Pattern "cpassword" |
Sel ect - Obj ect Path, Line

PowerShell -- decrypt found GPP passwords for impact assessment

# Use CGet- GPPPassword from Power Sploit or:
findstr /S /I "cpassword" "\\domain.|ocal\SYSVOL\ donmi n. | ocal \ Policies\*.xm"

Step 2: Delete the offending GPO preferences
Edit the GPO and remove the password-containing preference

# Open G oup Policy Managenent Consol e ( GPMO)

# Navigate to the identified GPO

# Renove the preference itemthat contains the password

# O delete the entire GPOif it only existed for password depl oynment

Note: Document what each GPP was doing before removing it -- may need to replace with LAPS or other solutions

Step 3: Change any passwords that were exposed
Rotate credentials for any account whose password was in GPP

# ldentify the accounts fromthe GPP XML and change their passwords
Set - ADAccount Password -ldentity "affected_account” -Reset °
- NewPasswor d (Convert To- SecureString "NewStrOngP@swOrd!" -AsPl ai nText -Force)

GOTCHAS
I GPP files may be in old/deleted GPOs still present in SYSVOL -- check for orphaned policy folders
I The MS14-025 patch only prevents CREATING new GPP passwords -- existing ones are NOT removed
I Replace GPP password deployment with LAPS for local admin passwords

VERIFICATION
Confirm no GPP passwords remain in SYSVOL

Get-Childltem"\\domain.|ocal\ SYSVOL" -Recurse -Include *.xm |
Sel ect-String "cpassword" | Measure-(bject | Sel ect-Object Count # Should be 0
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REFERENCES

https://attack.mitre.org/techniques/T1552/006/
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2014/ms14-025

AD-009 LDAP Signing Not Required

HIGH Requires: Domain Admin

DESCRIPTION

When LDAP signing is not required on Domain Controllers, attackers can perform NTLM relay attacks against LDAP to modify
Active Directory objects, add users to privileged groups, or configure resource-based constrained delegation for privilege
escalation.

IMPACT
Without LDAP signing, relayed NTLM authentication can be used to make arbitrary changes to Active Directory, including
adding accounts to Domain Admins, modifying ACLs, and creating new privileged accounts.

REMEDIATION STEPS

Step 1: Audit current unsigned LDAP connections first
Enable diagnostic logging and check for unsigned LDAP binds (event 2889 on DCs)

# Enabl e di agnostic logging first:
reg add "HKLM Syst enml Current Control Set\ Servi ces\ NTDS\ Di agnostics" /v "16 LDAP Interface Events" /...
# Then nonitor:
Get-W nEvent -FilterHashtable @LogNane='Directory Service'; |d=2889} -MaxEvents 20 |
Format - Tabl e Ti meCreat ed, Message - Wap

Note: Monitor for 1-2 weeks before enforcing to identify clients that will break. Enforcing without auditing first can silently break LDAP clients

Step 2: Enable LDAP signing requirement
Configure via GPO on Domain Controllers

# GPO |l inked to Donein Controllers QU
Conput er Configuration > Wndows Settings > Security Settings >
Local Policies > Security Options:
Domai n controller: LDAP server signing requirenents -> Require signing

Configure LDAP client signing on all domain members

# GPO linked to all OUs:
Conmput er Configuration > Wndows Settings > Security Settings >
Local Policies > Security Options:
Net wor k security: LDAP client signing requirenents -> Require signing

GOTCHAS
I' Linux LDAP clients (PAM, SSSD, nslcd) may need configuration changes to support LDAP signing
I Some legacy applications (older Java LDAP clients, network appliances) may not support signed LDAP
I Monitor event 2889 on DCs for at least 2 weeks before enforcing -- this identifies clients that will break
! LDAPS (LDAP over SSL on port 636) is NOT the same as LDAP signing -- both should be configured

VERIFICATION
Confirm LDAP signing is enforced

Get-ltenProperty "HKLM \ System Current Control Set\ Servi ces\ NTDS\ Par anet ers" |
Sel ect - Obj ect LDAPServerlintegrity # Should be 2
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REFERENCES
https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/enable-ldap-signing-in-windows-server

AD-010 Excessive Machine Account Quota

DESCRIPTION

By default, any authenticated domain user can create up to 10 machine (computer) accounts in the domain. Attackers abuse
this to create machine accounts they control, which can then be used for resource-based constrained delegation attacks or
other privilege escalation paths.

IMPACT

An attacker with any domain user account can create a machine account and use it to perform RBCD attacks, leading to
privilege escalation on target servers. This provides a reliable path from low-privilege domain user to local admin on server
resources.

REMEDIATION STEPS

Step 1: Set Machine Account Quotato 0
PowerShell -- set the attribute to 0

Set - ADDonmmi n -ldentity "domain.local" -Replace @"ns-DS-Machi neAccount Quot a" =0}

<

erify the change

Get - ADObj ect -ldentity (Get-ADDomain).Distingui shedName - Properties ns-DS-Machi neAccount Quota |
Sel ect - Obj ect ns- DS- Machi neAccount Quota # Should be 0

Step 2: Delegate machine account creation to authorized groups
Grant specific groups the right to join computers to the domain

# In AD Users and Conputers > Del egate Control on the target OU:

# 1. Select the group (e.g., "Hel pDesk-ConputerJoin")

# 2. Delegate "Create Conputer (bjects" and "Del ete Conputer Objects"

# This replaces the broad nachi ne account quota with specific del egation

GOTCHAS
I Users who pre-stage computer accounts in AD before domain join are not affected by quota changes
I Some automated deployment tools (MDT, SCCM) may create machine accounts -- ensure they use a delegated service account
I This does not remove existing machine accounts created by non-admins -- audit and clean up orphaned accounts

VERIFICATION
Confirm quota is setto 0

Get - ADObj ect -ldentity (Get-ADDomain).Distingui shedName - Properties nms-DS- Machi neAccount Quota |
Sel ect - Obj ect ns- DS- Machi neAccount Quot a

REFERENCES
https://attack.mitre.org/techniques/T1136/002/
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AD-011 DCSync-Capable Non-Admin Accounts

CRITICAL Effort: Low Requires: Domain Admin

DESCRIPTION

Accounts with Replicating Directory Changes and Replicating Directory Changes All permissions on the domain root can
perform a DCSync attack, extracting all password hashes from Active Directory without ever touching a Domain Controller. By
default, only Domain Admins, Enterprise Admins, and the DC machine accounts should have these rights.

IMPACT
Any account with these permissions can extract every password hash in the domain, including the krbtgt hash (enabling
Golden Ticket attacks). This is equivalent to full domain compromise.

REMEDIATION STEPS

Step 1: Audit replication permissions
Find all principals with DCSync rights

| nport - Mdul e ActiveDirectory
$domai nDN = (Get - ADDomai n) . Di sti ngui shedNane
$acl = Get-ACL "AD:\ $domai nDN'
$acl . Access | Were-bject {
$_. vj ect Type -eq "1131f 6ad-9c07- 11d1-f 79f - 00c04f c2dcd2" -or # DS-Replication- Cet-Changes-All
$_. Obj ect Type -eq "1131f 6aa- 9c07- 11d1-f 79f - 00c04f c2dcd2" -or # DS-Repli cati on- Get- Changes
$_. vj ect Type -eq "89e95b76- 444d- 4c62- 991a- Of acbeda640c” # DS-Replication-Cet-Changes-In-F...
} | Select-Ohject IdentityReference, ActiveDi rectoryRights, ObjectType |
For mat - Tabl e - Aut 0Si ze

Note: Expected principals: Domain Admins, Enterprise Admins, SYSTEM, Domain Controllers, and the domain itself

Step 2: Remove unauthorized replication rights
Remove DCSync permissions from unauthorized accounts

# Using AD Users and Conputers or dsacls:

dsacl s "DC=donmi n, DC=l ocal " /R " DOVAI N\ unaut hori zed_account "

# O via Power Shell:

$acl = Get-ACL "AD:\ DC=donmi n, DC=I ocal "

$acl . Access | Where-Object {$_.ldentityReference -eq "DOVAI N\ unaut hori zed_account"} |
For Each- Obj ect { $acl . RemoveAccessRul e($_) }

Set - ACL " AD: \ DC=domai n, DC=Il ocal " $acl

Step 3: Change the krbtgt password if compromise is suspected
Reset krbtgt password (do this TWICE, 12 hours apart)

# First reset (use the Mcrosoft krbtgt reset script fromGtHub, or manual reset):
Set - ADAccount Password -ldentity krbtgt -Reset

- NewPassword (Convert To-SecureString (New Guid).Guid -AsPl ai nText -Force)
# Wait 12+ hours for replication, then reset again

Note: Resetting krbtgt invalidates all existing Kerberos tickets -- plan for service disruption

GOTCHAS
I Azure AD Connect service accounts legitimately need replication rights -- verify these are expected
I Some backup solutions (e.g., Veeam) require replication rights -- document these as accepted
I Resetting krbtgt will invalidate ALL Kerberos tickets domain-wide -- plan maintenance windows
I After removing unauthorized rights, force a password change on the affected account

VERIFICATION
Re-audit replication permissions and confirm only expected principals remain
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(Cet-ACL "AD:\ $(( Get-ADDonmi n).Distingui shedNane)"). Access |
Where- Qbj ect {$_. bj ect Type -in @"1131f 6ad-9c07-11d1-f 79f - 00c04f c2dcd2", " 1131f 6aa- 9c07- 11d1-f 7. ..
Sel ect - Obj ect | dentityReference

REFERENCES
https://attack.mitre.org/techniques/T1003/006/

AD-012 Null Session Enumeration
Requires: Domain Admin, GPO Admin

DESCRIPTION

Null sessions allow unauthenticated access to enumerate domain information including user lists, group memberships,
password policies, and share names. This provides attackers with critical reconnaissance data without requiring any
credentials.

IMPACT
An attacker without any credentials can enumerate valid usernames for password spraying, identify privileged accounts,
discover the password policy to optimize attacks, and find accessible network shares.

REMEDIATION STEPS

Step 1: Restrict anonymous access via GPO
Configure security settings

Conmput er Configuration > Policies > Wndows Settings > Security Settings >
Local Policies > Security Options:
Net wor k access: Do not allow anonynpus enuneration of SAM accounts -> Enabl ed
Net wor k access: Do not allow anonynous enumneration of SAM accounts and shares -> Enabl ed
Net wor k access: Restrict anonynpus access to Naned Pi pes and Shares -> Enabl ed
Net wor k access: Let Everyone pernissions apply to anonynous users -> Disabl ed

Restrict null session pipes and shares

# Clear the |list of named pipes and shares accessibl e anonynously:

Conput er Configuration > Wndows Settings > Security Settings >

Local Policies > Security Options:
Net wor k access: Naned Pipes that can be accessed anonynously -> (clear the |ist)
Net wor k access: Shares that can be accessed anonynmously -> (clear the list)

Step 2: Disable the RestrictAnonymous bypass
Set RestrictAnonymous to 2 on sensitive servers

reg add "HKLM System Current Control Set\ Control\LSA" /v RestrictAnonynous /t REG DWORD /d 2 /f
# 0 = None, 1 = Do not allow enuneration of SAM accounts, 2 = No access without explicit anonynou...

Note: Level 2 is more restrictive but may break some legacy applications

GOTCHAS
I RestrictAnonymous = 2 may break legacy applications that rely on anonymous enumeration
I Some monitoring tools use anonymous LDAP binds -- these will need service accounts
I Domain Controllers should have additional hardening beyond member servers

VERIFICATION
Test null session access from an external/unauthenticated perspective

VOKE CYBER | CONFIDENTIAL Page 24


https://attack.mitre.org/techniques/T1003/006/

\ V4
A\
VOKE

PENTEST REMEDIATION PLAYBOOK

# From a pentest/audit box:
enumdlinux -a -Utarget_ip # Should return no useful information
rpcclient -U"" -Ntarget_ip -c "enundonusers" # Should be denied

REFERENCES
https://attack.mitre.org/techniques/T1087/002/
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CREDENTIAL MANAGEMENT

CRED-001 Default or Weak Credentials
Requires: System Admin, Application Owner

DESCRIPTION

Systems, applications, and services using default, blank, or easily guessable credentials provide trivial unauthorized access.
Common examples include admin/admin, sa/sa (SQL), admin/password on web management interfaces, and vendor default
credentials on appliances.

IMPACT
Default credentials provide immediate authenticated access to systems and applications, bypassing all authentication controls.
This is often the easiest path to initial access or privilege escalation in internal penetration tests.

REMEDIATION STEPS

Step 1: Inventory all systems and change defaults
Audit for common default credentials across services

# Network devices (Cisco, HP, etc.):

# Change admi n/adnmin, ciscol/cisco, adnin/password

# SQL Server: Disable SA account or set conplex password

# Web managenent interfaces: Change defaults on i DRAC, iLO |IPM, UPS, etc.

# Application defaults: Tontat (tontat/tontat), Jenkins (no auth), JBoss, etc.

Use CrackMapExec for bulk default credential testing

# Test for blank/default passwords (from audit box):
nxc snb targets.txt -u Administrator -p "" --local-auth
nxc snb targets.txt -u Administrator -p "Passwordl" --local-auth

Step 2: Implement a credential management process
Deploy a privileged access management (PAM) solution or password vault

Popul ar options:
- Cyber Ark, BeyondTrust, Delinea (enterprise)
- KeePass, Bitwarden (teani personal)

#
#
#
# - Hashi Corp Vault (secrets managenent)

Note: All service and admin accounts should be in a password vault with rotation policies

GOTCHAS
I Changing credentials on network infrastructure may cause outages -- schedule maintenance windows
I Embedded systems (IPMI, iLO, iDRAC) are often forgotten -- audit out-of-band management interfaces
I Vendor appliances may have hard-coded back-door accounts -- check vendor security advisories

VERIFICATION
Re-test with common default credential lists

# From audit perspective:
nxc snb targets.txt -u defaults_users.txt -p defaults_pass.txt --no-bruteforce

REFERENCES
https://attack.mitre.org/techniques/T1078/001/
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CRED-002 Cleartext Passwords in Network Shares and Scripts
Requires: System Admin, Application Owner

DESCRIPTION

Credentials stored in plaintext within batch files, PowerShell scripts, configuration files, and network shares are accessible to
anyone with read access. Common locations include SYSVOL scripts, IT department shares, and deployment/automation
scripts.

IMPACT

Attackers with basic domain user access can search file shares for plaintext credentials, often finding service account
passwords, database connection strings, admin credentials, and API keys that enable significant privilege escalation.

REMEDIATION STEPS

Step 1: Scan for plaintext credentials
Search SYSVOL and common shares for credential patterns

# Power Shell -- search for common password patterns
$shares = @"\\donmin.|ocal \SYSvVOL", "\\fileserver\IT", "\\fileserver\scripts")
$patterns = @"password", "pwd", “"credential", "cpassword", "connectionstring")

foreach ($share in $shares) {
Get-Childltem -Path $share -Recurse -Include *.psl,*.bat,*.cnd, *.vbs, *. txt,*. xm,*.ini,*. cfg, *....
Sel ect-String -Pattern $patterns -SinpleMatch |
Sel ect - vj ect Path, LineNunber, Line

Step 2: Replace with secure alternatives
Use Windows Credential Manager for scripts

# Store credential securely (will pronpt for password):

crmdkey /add: Server Name /user: domai n\ svc_account

# O via PowerShell (pronpts interactively):

$cred = Get-Credential

cndkey /add: Server Name /user: $($cred. User Nane) /pass: $($cred. Get Net wor kCr edent i al (). Passwor d)

Use encrypted credential files for PowerShell automation

# Create encrypted credential file (nachinetuser-specific):
Get-Credential | Export-Clixml -Path "C\Scripts\creds.xm"
# Use in script:

$cred = Inmport-Clixml -Path "C\Scripts\creds.xm"

Use gMSA for service accounts (see AD-001)

# gMSAs elimnate the need to store service account passwords entirely

Step 3: Restrict share permissions
Remove broad read access from shares containing scripts

# Audit share pernissions:

CGet - SmhShar eAccess -Nane "I T" | Fornat-Tabl e

# Renove 'Everyone' or 'Donmin Users' from sensitive shares:
Revoke- SmbShar eAccess -Nane "I T" -Account Nane "Everyone" -Force

GOTCHAS
I Developers may push back -- provide alternative credential storage solutions before removing plaintext
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I SYSVOL scripts used for logon/startup may need refactoring -- plan the transition
I Don't just delete scripts -- some may be critical for operations. Replace the credential storage method.
I Check version control systems (Git repos on internal servers) for committed credentials

VERIFICATION
Re-scan shares for plaintext credentials

Get-Childltem "\\domain. | ocal\ SYSVOL" -Recurse -lnclude *.psl,*.bat,*. xm |
Sel ect-String -Pattern "password| pwd| credential" -SinpleMatch |
Measur e- Obj ect | Sel ect-Object Count # Should be 0 or known exceptions only

REFERENCES
https://attack.mitre.org/techniques/T1552/001/

CRED-003 WHDigest Authentication Enabled
Requires: Domain Admin, GPO Admin

DESCRIPTION

WDigest authentication stores plaintext passwords in LSASS memory when enabled. On Windows 8.1/Server 2012 R2 and
later, WDigest is disabled by default, but older systems or misconfigured GPOs may have it enabled, allowing attackers to
extract cleartext passwords from memory.

IMPACT
An attacker with local admin access can dump LSASS memory and obtain cleartext domain passwords for all users who have
logged into that system. This eliminates the need to crack password hashes entirely.

REMEDIATION STEPS

Step 1: Disable WDigest authentication
Set the UseLogonCredential registry value to 0 via GPO

# GPO Registry Preference:

HKLM SYSTEM Cur r ent Cont r ol Set\ Cont rol \ Securi t yProvi der s\ Wi gest
Val ue: UselLogonCredenti al

Type: REG_DWORD

Data: O

PowerShell -- immediate fix on individual hosts

Set-ltenProperty -Path "HKLM \ SYSTEM Current Control Set\ Control\ SecurityProvi ders\ Wi gest" °
-Nane "UselLogonCredential" -Value 0 -Type DWrd

Note: This setting takes effect at next logon -- existing sessions in memory are not affected until the user logs off

Step 2: Install KB2871997 on older systems
Windows 7/Server 2008 R2 require this update for the registry key to work

wusa. exe KB2871997-x64. msu /qui et /norestart

Note: After installing the update, set the registry key as described above

GOTCHAS
I Existing logged-in sessions still have cleartext passwords in memory until the user logs off
I Windows 7/2008 R2 require KB2871997 before the UseLogonCredential registry key is recognized
I Some legacy applications may rely on WDigest -- extremely rare in modern environments
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VERIFICATION
Verify the registry key is set

Get-ltenProperty "HKLM \ SYSTEM Current Control Set\ Control\ SecurityProvi der s\ Wi gest" |
Sel ect - bj ect UseLogonCredential # Should be 0

REFERENCES
https://attack.mitre.org/techniques/T1003/001/

CRED-004 LSASS Not Protected (Credential Guard / RunAsPPL)
Requires: Domain Admin, GPO Admin

DESCRIPTION
Without Credential Guard or LSASS running as a Protected Process Light (PPL), attackers with local admin access can dump
LSASS memory using tools like Mimikatz to extract NTLM hashes, Kerberos tickets, and potentially cleartext passwords.

IMPACT
An attacker who gains local admin on any domain-joined workstation can extract cached credentials for all users who have
logged into that machine, enabling rapid lateral movement across the domain.

REMEDIATION STEPS

Step 1: Enable LSA Protection (RunAsPPL)
Enable via GPO registry preference

# GPO Regi stry Preference:

HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ LSA
Val ue: RunAsPPL

Type: REG _DWORD

Data: 1

PowerShell -- immediate fix

Set-|tenProperty -Path "HKLM \ SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ LSA"
-Nane "RunAsPPL" -Value 1
# Requires reboot to take effect

Note: RunAsPPL prevents unsigned DLLs from loading into LSASS -- blocks most credential dumping tools

Step 2: Enable Credential Guard (Windows 10 Enterprise / Server 2016+)
Enable via GPO

Conmput er Configuration > Adm nistrative Tenplates > System > Devi ce Guard:
Turn On Virtualization Based Security -> Enabl ed
Credential Guard Configuration: Enabled with UEFI | ock

<

erify Credential Guard is running

Get-Ci ml nstance -Cl assNanme W n32_Devi ceGuard - Nanespace root\M crosoft\ W ndows\ Devi ceGuard |
Sel ect - Obj ect SecurityServi cesRunni ng
# Val ue should include 1 (Credential GCuard)

Note: Credential Guard requires UEFI Secure Boot, virtualization extensions, and TPM 2.0

GOTCHAS
I Credential Guard is incompatible with some older applications that use NTLMv1 or older Kerberos DES encryption
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I RunAsPPL may break third-party security products that inject DLLs into LSASS (some AV/EDR)

! Credential Guard requires hardware support (UEFI, VBS-capable CPU) -- not all systems qualify
I Enable RunAsPPL first (wider compatibility) and add Credential Guard where hardware supports it
I Test both in a pilot group before domain-wide deployment

VERIFICATION
Verify LSA protection is enabled

Cet-ltenProperty "HKLM \ SYSTEM Current Control Set\ Control \LSA" | Sel ect-bject RunAsPPL # Should ...

<

erify Credential Guard status

Get - Conmput erlnfo | Sel ect-Chject DeviceCuard*

REFERENCES

https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/
https://attack.mitre.org/techniques/T1003/001/
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HOST SECURITY

HOST-001 Local Admin Password Reuse

HIGH Effort: Medium Requires: Domain Admin, GPO Admin

DESCRIPTION

When the same local administrator password is used across multiple workstations and servers (commonly set during OS
imaging), compromising one system reveals the credentials for all systems sharing that password. This is the primary enabler

of lateral movement in most environments.

IMPACT

An attacker who extracts the local admin hash from one workstation can use pass-the-hash to authenticate to every other

system with the same password, rapidly expanding their access across the entire network.
REMEDIATION STEPS

Step 1: Deploy LAPS (see AD-006)
LAPS ensures every computer has a unique, regularly rotated local admin password

# See AD-006 for full LAPS deploynent instructions

Step 2: Immediate mitigation -- randomize existing passwords
PowerShell script to set random local admin passwords (stopgap until LAPS)

# Run renotely agai nst each host:
$conputers = Get-ADConputer -Filter {OperatingSystem-Iike "*Wndows*"}
foreach ($conp in $conputers) {
$newPass = -join ((65..90)+(97..122)+(48..57)+(33..38) | Get-Random -Count 20 | For Each- Obj ect
| nvoke- Conmand - Conput er Nane $conp. Nane - Scri pt Bl ock {
param($p) net user Adnministrator $p
} -ArgunentlList $newPass
# Store the password in a secure vault

Note: This is a temporary measure -- deploy LAPS for sustainable password management

GOTCHAS
I Randomizing passwords without tracking them will lock teams out -- use LAPS or a vault
I Some deployment tools (SCCM task sequences, MDT) set the local admin password during imaging -- update the image
I Remember to check both the default 'Administrator' account and any additional local admin accounts

VERIFICATION
Test that local admin hashes differ across machines

# Fromaudit box -- conpare NTLM hashes across systens:
nxc snb targets.txt -u Administrator -H <hash> --1ocal-auth
# Should only work on the source nmachine, not others

REFERENCES
https://attack.mitre.org/techniques/T1078/003/
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HOST-002 RDP Without Network Level Authentication (NLA)

MEDIUM Requires: System Admin, GPO Admin

DESCRIPTION

Remote Desktop Protocol without Network Level Authentication allows attackers to establish an RDP session before
authenticating, exposing the system to credential relay attacks, BlueKeep-style vulnerabilities, and brute force attacks without
rate limiting.

IMPACT
Without NLA, the RDP server allocates resources and presents a login screen before authentication, making it vulnerable to
pre-authentication exploits and enabling more effective brute force attacks.

REMEDIATION STEPS

Step 1: Enable NLA via Group Policy
GPO setting for NLA

Conputer Configuration > Policies > Adm nistrative Tenpl ates >
W ndows Conponents > Renote Desktop Services > Renote Desktop Session Host >
Security:

Require user authentication for renote connections by using NLA -> Enabl ed

je)

owerShell -- enable immediately on individual hosts

Set-|tenProperty -Path "HKLM \ SYSTEM Current Control Set\ Control\ Term nal Server\W nStati ons\ RDP-Tc. . .
-Nane "UserAut hentication" -Value 1

Step 2: Also enforce TLS 1.2 for RDP encryption
Set minimum encryption level

# Same GPO path > Security:

# Set client connection encryption |evel -> H gh Level

# Require use of specific security layer for renote (RDP) connections -> SSL
# Ensure TLS 1.2 is the mninumvia SCHANNEL settings (see WEB-001)

GOTCHAS
I NLA requires the connecting user to have 'Remote Desktop Users' group membership before connection
I Password-expired users cannot connect with NLA -- they must change their password via another method first
I Some older RDP clients (Windows XP, old thin clients) may not support NLA
I NLA uses CredSSP -- ensure CredSSP is not configured in a vulnerable manner (CVE-2018-0886)

VERIFICATION
Verify NLA is enabled

Get-IltenProperty "HKLM \ SYSTEM Current Control Set\ Control\ Term nal Server\W nStati ons\ RDP- Tcp" |
Sel ect - Obj ect User Aut hentication # Should be 1

REFERENCES
https://attack.mitre.org/techniques/T1021/001/
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HOST-003 PowerShell v2 Enabled

MEDIUM Requires: System Admin, GPO Admin

DESCRIPTION

PowerShell v2 lacks security features present in newer versions, including ScriptBlock Logging, Module Logging, AMSI
(Anti-Malware Scan Interface), and Constrained Language Mode. Attackers explicitly downgrade to PowerShell v2 to bypass
these security controls.

IMPACT
With PowerShell v2 available, attackers can bypass all PowerShell security logging and AMSI-based detection by simply
running "powershell -version 2", effectively making their PowerShell-based attacks invisible to security tools.

REMEDIATION STEPS

Step 1: Remove PowerShell v2
Disable the PowerShell 2.0 feature

# Power Shell (run as adnin):
Di sabl e- W ndowsOpt i onal Feature -Online -FeatureNane M crosoftW ndowsPower Shel | V2Root
Di sabl e- W ndowsQpt i onal Feature -Onli ne -FeatureNane M crosoftW ndowsPower Shel | V2

GPO -- disable via Features on Demand

# DI SM
dism/online /Disabl e- Feature / FeatureName: M cr osof t W ndowsPower Shel | V2Root / NoRest art

Verify removal on servers

Get - W ndowsFeat ure Power Shel | -V2 | Sel ect-Object Nane, InstallState # Should be "Renpved"

GOTCHAS
I Some legacy scripts may depend on PowerShell v2 -- testin a pilot group first
I Exchange 2010 management tools required PowerShell v2 -- upgrade Exchange if still running 2010
I .NET Framework 2.0 is a dependency of PowerShell v2 -- removing PSv2 does not remove .NET 2.0

VERIFICATION

Confirm PowerShell v2 is not available

power shel | -version 2 -conmand "Wite-Host test" 2>&1
# Should return an error about the feature not being enabl ed

REFERENCES
https://attack.mitre.org/techniques/T1059/001/

HOST-004 Windows Firewall Disabled
Requires: GPO Admin

DESCRIPTION
Windows Defender Firewall provides host-based network filtering that limits lateral movement even after network perimeter
breach. When disabled, all ports and services on the host are exposed to the internal network.

IMPACT
Without host-based firewalling, any service running on a workstation is accessible from the network. This dramatically
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increases the attack surface and enables lateral movement techniques like WMI, PsExec, and WinRM access that would
otherwise be blocked.

REMEDIATION STEPS
Step 1: Enable Windows Firewall via GPO

Enable for all profiles

Conputer Configuration > Policies > Wndows Settings > Security Settings >
W ndows Defender Firewall with Advanced Security:

Donmain Profile: Firewall state -> On

Private Profile: Firewall state -> On

Public Profile: Firewall state -> On

PowerShell -- enable immediately

Set-NetFirewal | Profile -Profile Donmin, Private, Public -Enabled True

Step 2: Configure baseline rules
Block inbound by default, allow specific management traffic

# Al ow RDP only from adm n subnet:

New Net Firewal | Rul e - Di spl ayNane "Al | ow RDP from Adni n Subnet”
-Direction Inbound -Protocol TCP -Local Port 3389 °
- Renpt eAddress 10.0.1.0/24 -Action Allow

# Block all other inbound RDP:

New- Net Fi rewal | Rul e - Di spl ayNane "Bl ock RDP from Gt her" °
-Direction Inbound -Protocol TCP -Local Port 3389 -Action Bl ock

GOTCHAS
I Third-party firewalls may conflict with Windows Firewall -- typically only one should be active
I Some applications require specific inbound rules -- audit running applications before enabling
I Test firewall rules in a pilot group to identify applications that break
I Domain Profile applies when connected to domain network -- ensure this is the primary profile on workstations

VERIFICATION
Verify firewall is enabled

Cet-NetFirewal | Profile | Sel ect-Qbject Nane, Enabled | Format-Table

REFERENCES
https://attack.mitre.org/techniques/T1562/004/

HOST-005 Outdated or End-of-Life Operating Systems

CRITICAL Effort: High Requires: IT Management, System Admin

DESCRIPTION

Systems running end-of-life operating systems (Windows 7, Server 2008/2012, etc.) no longer receive security updates and
are vulnerable to known, publicly exploited vulnerabilities including EternalBlue (MS17-010), BlueKeep (CVE-2019-0708), and
many others.

IMPACT

End-of-life systems can be compromised using publicly available exploits that require no authentication. A single unpatched
system provides reliable initial access and can serve as a pivot point for attacking the rest of the network.
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REMEDIATION STEPS

Step 1: Inventory end-of-life systems
PowerShell -- find all domain computers with OS version

Get - ADConputer -Filter * -Properties OperatingSystem QOperatingSystenVersion, Last LogonDate |

Sel ect - Obj ect Nane, OperatingSystem OperatingSystenVersion, LastLogonDate |
Sort - Obj ect OperatingSystem |
Export-Csv -Path "OS | nventory.csv' -NoTypel nformation

Step 2: Plan and execute upgrades
Priority order for upgrades

I nternet-facing systens (highest priority)

Domai n Controllers and infrastructure servers
Systens with sensitive data (file servers, databases)
Wor kst ati ons

I solated | ab/test systens (lowest priority)

HEHHEHR
aa s wWwN PR

Step 3: Isolate systems that cannot be immediately upgraded
Network segmentation for legacy systems

Pl ace | egacy systens in a dedicated VLAN with restrictive ACLs:
Bl ock all inbound access except required nanagenent ports

Bl ock outbound internet access

Log all traffic to/fromthe |egacy VLAN

#
#
#
#
# - Apply additional nonitoring (IDS/IPS signatures for known exploits)

Note: Isolation is a compensating control, not a fix -- track these for upgrade

GOTCHAS
I Some LOB applications only run on legacy OS -- engage application vendors for upgrade paths
I Extended Security Updates (ESU) are available for some EOL systems at additional cost
I OT/ICS environments may have systems that cannot be upgraded -- isolate and monitor
I Disable unnecessary services on legacy systems to reduce attack surface (especially SMBv1)

VERIFICATION
Re-run inventory to confirm no EOL systems remain in production

Get - ADConputer -Filter {OperatingSystem-1like "*2003*" -or OperatingSystem-1|ike "*2008*"

Sel ect - bj ect Nane, OperatingSystem

REFERENCES
https://attack.mitre.org/techniques/T1190/

HOST-006 Unrestricted Outbound Internet Access
Requires: Network Admin, Firewall Admin

DESCRIPTION

-or Ope...

When internal systems have unrestricted outbound internet access, attackers can easily exfiltrate data, download additional

tools, establish command and control (C2) channels, and pivot through the network without restriction.

IMPACT

Unrestricted outbound access enables attackers to maintain persistent access via C2 channels, exfiltrate sensitive data, and
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download additional attack tools -- all critical phases of a real-world attack.
REMEDIATION STEPS

Step 1: Implement outbound firewall rules
Default deny outbound with explicit allowlists

# At the network perineter firewall:

# 1. Block all outbound traffic by default

# 2. Allow specific ports/protocols:

# - HTTPS (443) through web proxy only

# - DNS (53) to internal DNS servers only

# - NTP (123) to internal NTP servers only

# 3. Block direct internet access fromservers and workstations

Step 2: Deploy a web proxy for HTTP/HTTPS
Force all web traffic through an authenticated proxy

# Configure proxy via GPO
User Configuration > Preferences > Wndows Settings > Registry:
HKCW Sof t war e\ M cr osof t \ W ndows\ Current Versi on\ | nternet Settings:
ProxyEnable = 1
ProxyServer = proxy.donain. | ocal : 8080
# O deploy PAC file via WPAD DNS entry

Step 3: Implement DNS filtering
Block direct DNS and force internal resolution

# Firewal | rule: Block all outbound UDP/ TCP 53 except from DNS servers
# Configure DNS servers to forward to filtered upstream (Unbrella, Quad9, etc.)
# Monitor for DNS tunneling patterns

GOTCHAS
I Many cloud services require HTTPS outbound -- build allowlists carefully
I Certificate pinning in some applications may conflict with SSL inspection proxies
I Blocking outbound may break Windows Update -- configure WSUS or direct update paths
I DevOps teams need outbound for package managers (npm, pip, NuGet) -- provide proxy access

VERIFICATION
Test outbound connectivity from a workstation

# From a standard workstation, these should be bl ocked:

Test - Net Connecti on - Conput er Nane 8.8.8.8 -Port 53 # Direct DNS -- should fail
Test - Net Connecti on - Conput er Nane evil.com-Port 443 # Direct HTTPS -- should fail
# Only proxy-based access shoul d work

REFERENCES
https://attack.mitre.org/techniques/T1048/
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SSL/TLS AND WEB

WEB-001 SSL/TLS Weak Configurations
Requires: System Admin, Application Owner

DESCRIPTION
Weak SSL/TLS configurations including support for deprecated protocols (SSLv3, TLS 1.0, TLS 1.1), weak cipher suites (RC4,
DES, 3DES, NULL), and short key lengths expose encrypted communications to downgrade attacks and potential decryption.

IMPACT

Attackers can exploit weak TLS configurations to downgrade connections, intercept encrypted traffic, or perform padding oracle
attacks to decrypt sensitive data in transit.

REMEDIATION STEPS

Step 1: Disable legacy protocols
Disable SSLv3, TLS 1.0, and TLS 1.1 via registry

# Di sab
reg add
reg add
reg add
reg add
# Di sab
reg add
reg add
reg add
reg add
# Di sab
reg add
reg add

e TLS 1.0

"HKLM SYSTEM Cur r ent Cont r ol Set\ Cont rol \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
e TLS 1.1

"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Curr ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
"HKLM SYSTEM Cur r ent Cont r ol Set\ Cont rol \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
e SSLv3

"HKLM SYSTEM Curr ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ SSL
"HKLM SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ SSL

Or use IISCrypto tool for a GUI-based approach

# Downl oad |1 SCrypto fromNartac Software -- use 'Best Practices' tenplate

Step 2: Configure strong cipher suites
GPO -- set cipher suite order

Conput er Configuration > Administrative Tenplates > Network >
SSL Configuration Settings > SSL C pher Suite O der -> Enabl ed
# Recommended order (TLS 1.2+):

TLS _ECDHE _RSA W TH_AES 256_GCM SHA384

TLS _ECDHE RSA W TH_AES 128_GCM SHA256

TLS_ECDHE ECDSA W TH_AES 256_GCM SHA384

TLS _ECDHE ECDSA W TH_AES 128 GCM SHA256

Step 3: Enable TLS 1.3 where supported
Windows Server 2022+ and Windows 11 support TLS 1.3 natively

reg add "HKLM SYSTEM Current Control Set\ Control \ SecurityProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS 1. 3\ Serve. ..

GOTCHAS

I Disabling TLS 1.0 may break connectivity to legacy systems -- inventory before disabling
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.0\ Serve. ..
.0\ Serve. ..
.0\dien...
.0\dien...

.1\ Serve. ..
.1\ Serve. ..
.1\dien...
.1\dien...

.0\ Serve. ..
.0\ Serve. ..

Page 37



\ V7

A\ 4 PENTEST REMEDIATION PLAYBOOK
VOKE

I SQL Server 2008-2014 may require TLS 1.0 -- check vendor support for TLS 1.2
I Some payment processing integrations require specific TLS versions -- verify with vendors
I .NET applications may need registry settings to use TLS 1.2: SchUseStrongCrypto

VERIFICATION
Test SSL/TLS configuration with nmap

nmap --script ssl-enumciphers -p 443 target.donain. | ocal

Test with testssl.sh

testssl.sh --protocols --ciphers target.donsin.|ocal: 443

REFERENCES
https://learn.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings

WEB-002 Default Web Application Pages and Headers
Requires: System Admin, Application Owner

DESCRIPTION

Default web server pages (IS welcome page, Apache test page, Tomcat default application) and verbose HTTP headers
(Server, X-Powered-By, X-AspNet-Version) reveal technology stack information that helps attackers identify specific exploits to
use.

IMPACT
Information disclosure through default pages and headers enables attackers to fingerprint the technology stack and target
version-specific vulnerabilities, reducing the time needed for reconnaissance.

REMEDIATION STEPS
Step 1: Remove default pages

IIS -- remove default page

# Renove the default 11S page:
Rermove-1tem "C:\i net pub\ wwr oot\iisstart.htn' -Force
Renpve-1tem " C:\i net pub\ wwroot\iisstart.png" -Force

Apache -- disable default site

a2di ssite 000-default && systencttl rel oad apache2

Tomcat -- remove default applications

rm-rf /opt/tontat/webapps/ ROOT

rm-rf /opt/tonctat/webapps/docs

rm-rf /opt/tontat/webapps/ exanpl es

rm-rf /opt/tontat/webapps/ manager # O restrict access
rm-rf /opt/tontat/webapps/host-nmanager # O restrict access

Step 2: Remove version headers
IIS -- remove Server header
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# web. config:
# <system webServer >
# <security>
<requestFiltering renoveServerHeader="true" />
</ security>
<ht t pPr ot ocol >
<cust ontHeader s>
<renove name="X- Power ed- By" />
</ cust onHeader s>
</ ht't pProt ocol >
# </ system webServer >
| nport - Mbdul e WebAdmi ni stration
Set - WebConfi gurati onProperty -Filter "system webServer/httpProtocol/custonteaders
-PSPath "I1S:\Sites\Default Web Site" -Name "." °
-Val ue @ nane=' X- Power ed-By'; val ue=""}

#
#
#
#
#
#

H

Nginx -- hide version

# I'n nginx.conf: server_tokens off;

>

pache -- hide version

# In httpd.conf or apache2.conf:
Server Tokens Prod
Server Signature Of

GOTCHAS
I Some load balancers add their own Server headers -- check at the load balancer level too
I WAF/CDN services may expose version information -- configure at the CDN level
I Custom error pages should also avoid revealing technology details

VERIFICATION
Check HTTP headers

curl -sl https://target.domain.local | grep -iE 'server|x-powered| x-aspnet'

REFERENCES
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/01-Information_Gathering/02-Fingerprint_Web_Server
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